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ISR STV 5
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7.2  HEMW

7.2.1 KIAp%E

Mozilla Firefox, W3CHRRN “RIN”, Z—DIFIEA TN AT . ERPUNERED, T 245
Vet bR, (F BRI rTRAAR st O |l TR §RE . EIFN
Gk o4 5 NI VS E T G N B Bra e 8
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PHEE—R™ BRKARHEE - Mozilla Firefox - o X

NEKBERIERRES
FEE ol EIRSS B RIERS

LMD ERMSE

WSS ALAAENE [2015EHERNBTETESRYNE] *THN @

¥ roamunsa g Q, remmamssarie  we- (@ mese s

7.2.2 FTP &P i

FileZilla fe—FhRid . AI{EMI) FTP 2% /o, ZSCHThag, S EMN. HIP Al @A
LR HEAT A T AR

TIIFRGER, fidr “PraRer”, ®i “HEEM”, sl “FIP &7, %8k,

Wi\ ftp g5 as ip Hubb. P4 BRGLL A 15 (BRI 21D, sidrblodidEss, ol DUE
K ftp IR55 45
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fdos2@192.168.8.251 - FlleZilla - Ox
XHF) WEE) FE(V) SEN WEWO) HEB) FEH)
-4l es kvl ra
THUHE (1921688251 | BPEU: fdosz | SE(W): | eesvereene| mOpr [21 || timiEmi) _:I
Wi 227 Entering Passive Mode (192,168,8,251,252,249) 3
g LIST
Wani: 150 Here comes the directory listing. 2
Wi 226 Directory send OK. H
R P ERART
s [/ [ v ||| mmsae: i lv|
B s = ‘:
W bin || 2 dev_nfs
*+ W boot 2 HGJ_baserepo
W cdrom 4 2 mirror vl
o4 s MR mpzm BiTEY MfE A MR R RiTEY il i
¥ bin B& 2015509A06H 1. || W
W boot =k 20155094068 1. | | W HG bas.. BR 201580805, drxr-xrx 00
w cdrom BR® 20155098068 1. || W dev.nfs ER 2015508A26... drwxrwxr-x 100
W dev BR® 2015809078 0.. W mirror BR 2015503R07H dwxr-xrx 00
W etc B 20158094078 0... W trash B® 2015508A04... dxr-xr-x 00
W home 8% 2015509R068 1...
L — (> E.. SOACICONDAC LS g : "
245 22 FER. ADEH:353M8 44ER
RSB/ Al Al EEX Kb il S

| Fismn [EBBEE | HHEEE |

i iz

FEM SR A H %, AR fip AR5 & H %, fE ftp IRSTaET, EFE TR, s
AR A, EFETREL, SRS T ERBEIAH R T .

fdos2@192.168.8.251 - FileZilla [
XIE(F) MRSE(E) =E(V) (1) ERSE|S) HEE) FEH)
-4 Do &% " e 8 Fn
EHU(H): (1921688251 | APSE(U) |fdos2 | Emw): [eeeeseaene| mopy (21 || mEmmg) 3
T T — —
MBRE: 150 Here comes the directory listing. =
WafE: 226 Directory send OK. [l
KE: FIHERED
A EERRTIE.. L
fdos2@192.168.8.251 (0| Fiklg | -
&S | /homertesty F i/ | v ||| mmams: s [ v |
=—arpy ~N =T )
+ 4 .thunderbird - 3
| 2 dev.nfs ‘ ‘
| b 3
4 2 mirror 3
Jritds A =R mibRm B Sifhds XfERD XKfEER EE R Fhit
- - : v o = ;r 1 g
w dev_nfs ¥ FHID) 2015508H26... drwxrwxr-x ||"
w mirror | $ FRIIHEIELINA) 20155038078 drwxr-xr-x ni
W trash HEARRN) 2015508MA04... drarxr-x 0 - |
ETTS EET11 gmaEmg
R8st BB R Ady g UEFSHHD
BlEAE)
BIER(E)
E@RER
s . ‘ £ URL Z390415(Q)
FUBARIS & I EMEIEE | RIIREE SCEERRIE).
4| |57 = e

FEA M B P BB AR SO, i AR B, S b As, SO B AR R fip IS5 &%
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7.3.1 HFEHIFE

I LR At — MEI W ) CD/DVD ZIAEF?, FRmEMALE, Theefi s i .
IR R, dit “HAERF", & “BE” fif /LIRS, W UITIHZRME,
FILAHEAT CD/DVD ZI3R B S5 R il S A

REIFRE - B X

ME(P) HE(E) TAT m@EH)
eIE— A ligil=H
REBEEEINTE
| SETE (A)
|| enie—naiE co/ovD

SHIAE(C)
|. #3 CD/DVD f 1:1 Bl&

ZARRER()
|| HIRIH cwwo RSB

7.3.2 FVAAIRTHER

RUATURR T3 FH R A T80 2 WA SO, S HE AN DVD CD Hh BLEEFR OISO, $RAE SO B
RO BACIZ AR e, RN SRR I3 RS0
I RGEER, fi “HERRF”, & “BE”, af “BERES", TIHZ8AF
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SMPlayer - = *

fF(0) BHE) M|MEAN) TAA) FEE)  HKE)

O L Q= @@@ Q. &b

00:00:00 / 00:00:00

7.3.3 HERBHEE

HORFR IR — AR RE SR I B SR BEATSR A, SCRFIRIBOR B AR 0807 3 SRR, 32
FRRIBOAEAE (M 3k G Mk ze), SCRBERERRIIER, TRLAE S CD AT & Ji

I RGEER, fi “HERRF”, & “BE”, of “FRERE", W UITITHZRAME,
eI R BRSO & R SR AT SR
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= itk B | EELE SA Q BRLIBFH

ES B RMBA T —

AES LRZA 14 136648 (61 4

NIEE FLEREE (1) MR ALEIR01(1)
IR

QFEES

Q BB

Q Lo

16 WeREhE#E...  Blues FLEARE FI SR A HEIE0L 3:40
+ A 1 58 E, 3440, 8.9MB
7.4 HAF

7.4.1 FETHR

BETHEM T R R REF . F20E U s A & R 7 &8 TRRHAER P i, B
AFE AL, TEREIUR, I R, ARG ER R
TP RGEER, sl “FAERRF”, &8 “EE”, saf “FBEIR”, @l iZgrn ey
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EEIE

FEIR

HHER

ISR BOHS...

7.4.2 EBREES

KGEEERLE FREEXEGESS.

TP RGR, il “FrERF”, Hf “BR”, al “BEgEES”, dEd iz
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7.4.3 GNU BB AHEER

GIMP &35 1 & B EIBR AL B, SCRF BMPL GIF. JPG. PNG S#A% A KRB, GIMP SZHF
#5K 2 H0 1) PhotoShop fifF, BRI LAE Dy fal 8ty B TR, SOaT ME N TR IO Ab B TR, A
TR, EERE RN, EERRS A A

P RGEER, Al “FrARRF" L8 “BE”, &d “GNU BRAERERF ", TFZkS.

GNU E{gEEF e EE K

AFF) SEEE) EE(s) WAV ER0) BEL Eec) TAM B%ER) 'HW) FEEiH)

7.5 RGBITH

7.5.1 FEFHREHES

TE TR R TR E B TR, SORp . HER. AR P RR A A T (8
WA RGP, R RAE S IAR T T T AR REE S A .

I T7:: 11T RGeS, mif “FrARRF”, Wi “RELR", aili “HEFhEH
&7, ATz
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HETHEES - b=

2824 v et v REE
O 2 Bk m) | 2akE Q
Fik (FR) FEEF FiRHF 2
v DejaVu Math TeX Gyre

Regular DejaVuMathTeXGyre-Regular dejavu/DejaVuMathTeXGyre.ttf
v DejaVu Sans

[] ExtraLight DejaVu Sans ExtraLight dejavu/Dejavusans-ExtraLight.ttf

[] Bold oblique DejaVu Sans Bold Oblique dejavu/Dejavusans-BoldObligue.ttf

[] Bold DejaVu Sans Bold dejavu/DejaVuSans-Bold.ttf

[] condensed Bold DejaVu Sans Condensed Bold dejavu/DejaVusansCondensed-Bold.ttf

[] condensed Bold Oblique DejaViu Sans Condensed Bold Oblique  dejavu/DejavuSansCondensed-BoldOblique.ttf

[] Book DejaViu Sans dejavu/DejaVusSans.ttf

[] condensed oblique DejaViu Sans Condensed Oblique dejavu/DejaVuSansCondensed-Oblique.ttf

[] condensed DejaViu Sans Condensed dejavu/DejaVuSansCondensed.ttf

Oblique DejaVu Sans Oblique dejavu/DejaVuSans-Oblique.ttf
v MNaiaVin Sans Monn .
FHEEK: FS: 148 — + | R EE, BRE, HE? IE-0FENEEF

DejaVu Sans Mono Bold: fRERiEEH, ERF, MIE? XE—AFENRER
DejaVu Sans Oblique: Rt B, HREF, fRIE? XRE—AFHENilERF
DejaVuMathTeXGyre-Regular: i &, KR, FIE? XB2—AFEMRIERF

7.5.2 ITEINLRE

FTERNLAE 9 HH I s b AT RE, R R Gt TIRIFIISCRE, RGECANE Tk
FIATENHLHI IR BN FE T o
KRG T EBIRARTENHLEC B H .« 4] T R R —~ S RERE” —~ Wi “4TEpL”,
FIOFATEINLAC B 0, BB AR AT BRI s PRt =2 Jy 380 Y T ERL . an s
TED#L - localhost - b X

IE=28(S) fIEn#l(P) =&H(V) wBEN(H) m AR

2

=}
—

o diilF): | a

EizHECETTEN.

Ei%E#E localhost

s “MEBU JEIhRERGE, WRE. “WIn” ThEEBUE.
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fTED# -- localhost = 0 X

BE$528(S) #IEN#l(P) =EH(V) #BEA(H) m RS

am v < ) | a

AR ECEITEN.

EiZE# localhost
A Cwm” RIS IGETIFTENNL, W B SN IERFTEDHLNE, Bl X 25 4T B
Ml N BB E BRI R4 H 3 &R INAE, fEMNZ R RFTENNLE s &R 3], PR i Bz
4T ENHLER AT,
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T ENH] - b x
R Wi fisid
B EhEH
FahE
URIZE#%

v il
Lenovo MT7650DNF (172.30.94.58)

Lenovo M7650DNF (172.30.94.58)
Lenovo M7650DNF {BRN30055C265105, 172.30.94.58)

BA(C) A3

XEF AR AL ATEINL, RTRERR 2R KB RE e, W IR, R A /5 2 2 1 SR 5l
BT R e, B A SR 2 T o ST ENHLER BEER N IRBIAE 7, m] UM P rh e 4
[ 5 2 AR E R e HEAT 2 A BT T
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T ENH] - b x

RFIREHIERF

o MEHERE PR TN
FE{H PPD 30t%
ERE FHNTENH eIz

Foomatic fTENHI SEEES &SR PostScript $TED#ER (PPD) 32M0%Em= =, HEFDA
FEFTENH] (dE PostScript) $TEOHLAERE PPD 3%, (Bi@ =M PPD srfbp0 4= RIBEUITEIN]
ERRIIRER B ST ARl

Makes
Generic(¥#7E)
Alps
Anitech
Apollo
Apple
Brother
Canon
CIAAT
Citizen
Cltoh
Compaq
Dai
Datamax-ONeil
DEC
Dell
DYMO

Encnmn

EEIB) | EUA(C) | am(P

AINFTEHLG » FTERHLIT 40 R 4T EDHL AR, T L BT ENR TR — F, RS UEH T .
$TEO#] - localhost = & X

REE(S) NP BEV) =EH) e

= FJn v o digF): | a

Generic-PCL-6-PCL-XL

B2k localhost
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X ATENHLE R, FT AT I 24T EDHLI) RE B M EAT 245, W0 R B

STENHLE M - ° Generic-PCL-6-PCL-XL' 7F localhost 52 X
T BE
R <\ : i
- Haak Generic PCL 6/PCL XL
FTENHETT "
AT -
Bk /ARSI _

8% URI: ipp://172.30.94.58 B,

TENHAAS: | =
ELN R L 3
FIENMso USHTERN im0 A TENSE

mr (A BH(C) #E(0)

VERE: FTENHLL A LT 52 00 S AR AT REAT . T H N B 5 B B R AN
7.5.3 L

BRAF O R T P ST P SR — AR A SRR = AR B, 4T DAAEIX Bk B
IS A 75 SR A B B0, T DAAE SR BURH 8 F e AR AR AT 1R 20, W AT P 3225 . O A
R VA O = (R B U — 5 T DAL 46 10 77 o T 5 FH R A SE I g B

TP T i%: TIPRGE, sk “FrARR", EF “RETR”, sl “HAeHL7,
IRz R ED.
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€Y wmpEch) F O &
BHEE B FHR WEENEE

i i
m IR
Mﬁ ‘
¢ LEeE
HHLEE

& wFHE

=] B

U RHEE

= i iiit1613)
@ FtEE F(218)

Task Coach @ FRASER beompare % Eclipse W R A(E5)

m Webliz F(1)

| s

® #FHH(284)

- .
_ BREVESHT I SEE11T)

1 2 . 2 gR s 6 T 8 9 10, ‘ o HRRIR R(302)
& @ f ) g X @ & WETA124)
SimpleScre  EREAEINE  TuxMath  StuntRall PMS=ES5 QQMIAR EERHIE  smuwifron  geogebra  AJLFMEE & AEEE(104)

B EEE®33)
¥ FETA(146)

THHHAT

1 g 3 4 5 5 7 S s 9 10,
Qe®Te - +*@RO
MEEES  Eclipse UttraEdit  qtoreator  KILHEE BREFH wpsofice BHMTE  SuntRal EHERZ

PR EST(100%)ftp/124.16.141.196/cdos_0813/di... ® Tm EsEE

7.5.4 FfEZEHL

JitE AL P B L 8. 2. 2,
7.5.5 REKMH
ATERAT P U PR Y 8. 2. 1.
7.5.6 RS XTHE

GParted fi#t 7y X T H I BHIEST R G010 A B A AT 23 X SRR B A
I RG R, bt “BERF7, &F% “RETHR”, sd “BEIXTHE”, TR
(W ~ED
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Jdev/sda - GParted - b X
GParted #iE(E) &HH(V) iR&(D) #EXK(P) #EBi(H)
L G B e . /dev/sda (238.47GiB) ~
Jdev/sda5
231.49GiB
SR pragEa EH Fi ER F+HA LA
Jdev/sdal &;..Iinux—swap 6.99 GiB 65.35 MiB 6.92 GiB boot
~ [dev/sda2 .; extended 231.49GiB ==t
/dev/sda5 |z [ extd / 231.49GiB 17.54 GiB 213.95GIiB
0 MEfERIHT

TERG: WA 73 X TR A2 DU B O3 1) B3 0 i B A P EAT o R 5 B 10 N A BB O R T A

i,
7.6 K
7.6.1 BENE

MM NED D), SdE, AL ER “GNECIEST” T EFR.
=8 ~

P BAEEEET

A
|

E
B NAEHIBCE T IETE I 6. 2. 6 F NI
7.6.2 RGHHY

RGHPRITIER T RGN TTTM, R0t TR I7ER I R G W A T2, W R AE
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PARH DL I s S 2, N IEBRIE B U7 18 S i R G he A
T RGERA, fidr “BrARF”, wi M7, s “REHBLY, FOTBALER B (o

TED.

W SEAmRERL S x | | |
G S v @ file://jusr/share/nfs/htmi/help.html
wEEEE JSEN DR DA o FR

Ba hRE

o BEGHERLERRES

jﬁE‘

HELEIZFRSVA.0
R PF#f

BE#N—

MR @2020 SRV SR AR AT

4 AT S 3o 2 1) S R RS Bl s (o I (1 B B A
7.6.3 NHEHEE
SO T B8 P P P U B A O B R RS,

7.6.4 XAGHER

Gedit G a2 — LI N ACA UTF-8 MISCAGitE a4 . ERAR RS BT HEER,
SN e AL S 5 CPUAR. Fesg Mo A Rs rle R, Gedit XFH3CHISCIFIREF . Gedit IHLHE
U NERE, QAT SRR, FESULE, SCREZIAT, TR B B 3 SO R A

TP RGEER, mith “HARF”, &8 B, Sd XA\ Mzt Wt
’)
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fFo) v | @l FATHR 1 &5 | = o o x

aak v BEIRTRE: 8 v 71 F1 voOEA

L E e
(1) FHIHESCCE T fE
fEnl ULy “4THF” @A HEATIRISC, FFd ries (arrED:

/(0] ~ . a * ARSI 1 #=F(S) = = O s

<html xmlns="http://www.w3.0rg/1999/xhtml"><head>

«<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
stitle-PHEAE—E-BRHRAERE</ title>

<meta name="description" content="">

<meta name="keywords" content="">
<link href="/templets/skin/base.css" rel="stylesheet" type="text/css">
</head=

<body>
<l--[if IIE]>Fk<![endif]-->

lass="top_div clearfix">
"top clearfix"=>
ss="logo left"><a href="http://www.nfs-china.com/" title="HF"><img src="/templets/images/images/
s</a></div>
"search right">
<form actio /search.php” method="post" name="frmsearch" id="frmsearch">
<input name="g" id="g" type="text" value="{EMIAXEF" onfocus="if(this.value=="HEARXEF" ){this.value=""}"
onblur="if(this.value==""){this.value="HWAXEF"}" class="text">
<input type="submit" wvalue="" class="search_bt">
</form=
</div>
<div class="top_right right">loading...<span class="phone">400 882 8801</span></div>
</div>
</div>

HIML v BIFRFFEE: 8 v 7544, H115 v~ A

(2) M o FE TR RS CEEI RE N E

125/183



53 1Ry 2

AR A E R TIZRR 5 ol

NES-CHINA

*Ih

Enn

<html xmlns="http://www.w3.0rg/1999/xhtml"><head>

<meta http-equiv="Content-Type" content="text/html; charg
<title-thfAE—E-EMRIHE MR/ title>

<meta name="description"” content=""=>

<meta name="keywords" content=""=>

<link href="/templets/skin/base.css" rel="stylesheet" typ
</head>

<body=>
<|--[if |IE]>Tk<![endif]-->

<div class="top_div clearfix">
<div class="top clearfix">
=div class="logo left"><a href="http://www.nfs-china.cg
logo.jpg"></a»</div>
<div class="search right">
<form action="/search.php” method="post" name="frmsearch’
<input name="gq" id="g" type="text" value="FHEAXRFE" onf
onblur="if({this.value==""){this.value="EHWAXEFT"}" clas
<input type="submit" value="" class="search_bt">
</form=>
</div>
<div
</div>
</div>

class="top_right right">lcading...<span class="phg

SB#=A(S)...
=HREA)
BH(F)...
EHAER(F)...
ERER(C)
BEIT(G)...
55

TR
EiT(P)
IREER(K)
#EN(H)
ZT(A)

£ 85H(C)
=l(C)

AR

EF' y{this.value=""}"

76, 371

F:BV

templets/images/images/

v

A

MG E TR e B IR TR B O P AR SCThBE,  IBoRAT S, R B/RAHT, BaalsE,

Hahdidt, FARMBIEESE (T ED:

Bk

| 27175(D)

[v] RTASE(S)
i)

| RTETEE(0)

|| EmmiiEE=(G)

AT

\v| BRAIFTW)

v | B rr B iERRT(S)
==

|| s B EfT(L)

| RiIAMTFFE R R E(F) (M)

[ | 2 B mICE 52 (B)

(3) AkIhEE

126/183



-1-

5 bR

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW

IS T B AR, T DU AR SRR “CtrlE” 4TTHYZ0R:, (ER 2R ol NI
B, TR D

7#(0) v || A *EAREE 1 R17(S) = = m| X
<h1 onclick="Iocation.href="/himl/user/doe
<h2 location. h|ef:{ Q HHARE a A | v

style="cursor:pointer;" class="hmenu clearfix">F=m#¥<

s="sub_ul clearfix"

<-11
style="width:185px;overflow:hidden;word-break:keep-all;white-space:nowrap; "><a href="/html/user/down/datum/"
title="PRAEREEFEE >PHAEREBIFEEHE</a></11

lass="sub_right right" onclick="location.href='/html/user/’

</div
v class="sub_bottom_div left"s</div>
"><a href="/html/about/">%xFFHE</a>
{iv">
sub_top_div left">
ass="about_sub_left left">
h1> R8T B</h1>
<ul class="sub_ull clearfix"
<li»<a href="/html/about/cempany/

intro/">48lEfr</a></11i
<lix<a href="/html/about/company/
contact/">BXRH{1</a></11i>
</ful>
"h11§'ﬁlﬂ§§ﬁ$ fhi>

"sub_ull c_uc\f ;

HTML~ BIRFEEE: 8~ {5109, 51202 ~ #BA

2 ¥

I 2t A LT — A i dn 247 L H, AT DB N2 PUT. 1Z T EEBT
Windows H [ DOS #2247 L E,
IR H, i “BEERR7, &% “MH7, md “Kim”, FTIHZm -

nfs@nfs-CF0O3-T: ~ — O =

MH(F) #iE(E) =EE(V) BZ:(S) £85(T) #EEh(H)
nfs@nfs-CFE3-T:~5 ] ~

127/183



-

53 R

wrs-cuvs  FEREERHFE B TIERR 5 ool NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

7.6.6 F1EEYE

TIEIEA ISR AL T BB IS4 . RSO ThRE . FTOF RS, i “FT AR,
W BT, mh CEEE .

FEIhfE:

(1) FEsgts

ﬁ%ﬁd@%ﬁ&éﬁi#?ﬂ%ﬂﬂ, MNERIER SR A, RO OB A RMEE” ik
Wi, sy “OLBRVE4E” RIATEVE AR (R ED:

EEEE: (o) RERR ) RS ) BEX

(2)  FEVARSESCAF AR A SO
IO HE R ORAF I I 4, ELEHE N AR ORAF (K SO B Rl S IS A, 28 P R RN 1 3C
P, BIAT DR VAR SO R A2 N AR (S AF

128/183



- W

(i

T R

wis clns  SEREELHE E TIEfR s gl

i {uE(L): . /home/nfs ~
© EEEEm okl NET B
[ Jre st 2020££10H296
EEE [= e 20202108295
[ | 337 20204108298
= =& mrE 20206£108296
Lo 2020108298
. (13T 20204108298
[ai] EF LA EF 2020££104298
[ msmE 2020108298
& FH
EGE(C) FRAN(A)

(3> FIFARE R

CATREGSC T R
F Al AT, MRS (R ED:

BT SO o AEFTIT IR o, SR FERT B R 4 S AF

& © EirERm < | mnfs | > ‘
W =S B A | ki | fEEE
. B FEX 15895453270
MW =& = 15 RER 1567 364725%)
B s e 1589315347H:
B s m B BEX 1580315347
e BER 15895443270
ol BA 3 T FER 1589544327H
J Bk FEX 158931534 T#:
X o =& BER 15693645254
X TH
LUFEETH v
b T7(0)

129/183



o

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

7.6.7 A5

it Gt — A W A T H, AUREE 7 ek R ThRe S B VR s e (.
FRGERE, iy “BrARF”, & W7, s “Js 7, Thzs: rE)

™ E=bi P L= = [

| —

B ZUEEN

WS EHAR L E S BT

7.6.8 1E5%

Gnome_calculator s&—K{H & PITHE A, AT, nrdEAT R neckls. ~F77.
TS 4iE 5
IIFRGeR, il “PrERR”, Hm8H ‘a7, sl “THES”, T2

1307183



o

53 R g

wrscmvy,  JEREERHFE R T2 S Gl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

- BEFiRS, v o K
T 8 9 - o a
4 5 7] x ( )

i 2 3 S X2 o
0 % +

midr “EABR” R, AT O TR

= EFBR v =

ExiRs @
=g O
HEE O
mRaiEs, O
et O

7.6.9 KIGEHE

JKHGHE T DL g AL R CR I S8, XHEHESS) 1A ffe—ik s, A% M THEAF

1317183




53 R

wis-civa FEREECHER TR 540

NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

filf B SO, DME TR 2R B JREIRE P S 55— L B S D RE, WA I HE . #i7sk 3¢

25 A
T

PR R, i “HARF”, EfF ‘B, sl “KIGEE", 1Tz Ht:

flameshot X
R —— , R
' i | HEES -
TiR: | FIER A
Bt

T E TR

(1) B

sy “IRBUH bR A 7 B R AT L B A
(2) whEE OrfErEs)

sy “IRIUH R F AR ” BIR] S A R

7.6.10 KRG RFE LT

ARG RIR IR B TR R B S IS AL B TR, ERaE B EN 1 E 2T iReE
RGHAREE . CPU IR AF. W28 ARSI R GEIIAR G DL o

PRIk TIPRGSE, sl “FrARR", EF 7, fl “RERERRE",
TTIFZEAF R ED:

1327183



o

53 R g

wrscmvy,  JEREERHFE R T2 S Gl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

Stacer — R HIELE — 8L ‘

3.9GiB/7.3GiB 7.2 GiB / 45.8 GiB

0 bytes/s

0 bytes/s

82.89kB/s

249.86kB/s

Download

BRI RAE B CPUL A7 BB AT P A% 5L A B 24 b A% R B0 B2 L WA e S NGB, 2R

ERER B RG] DLy 200 “BERR ” 4241, EEERE S b AT DL R A B A AR AN

ARGRSFHRE (R ED:

133/183



3 1R

A HEE T R S

NES-CHINA

NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

Stacer — REHIREE - O x

24.6 MiB .3 91.2 MiB
527.7 MiB 1.0 GiB

89.1 MiB

139.8 MiB
252.4 MiB
408.1 MiB
137.7 MiB
96.5 MIiB
1 3 MiB
70.5 MiB
88.9 MiB
866.1 MiB

43.1 MiB 110.0 MiB

C o oaaln a0 kin

TR R LN R H B MEAEHATIEE, 1§ AE “ RAFEH” (A NED:

Stacer — RS — (B ‘

134/183



-1-

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

8 RARE

ARG T EPR et (MBhE S A L et oK, B R A B3 R et AT 5 8 1R TR A -
[FIRE, A RGPt 7 Ur Rl IAIE. B kBE . S BV M L5 B S5 2 W2 e 0ife, NP
RMETEE IR GL RN

8.1 SHHRER

KRG AP 2 M A TR CEFERLE Checkmarx, Fortify 251 E ) Canalyze
AT THD K N ARS8 %, A 2805 1T N SR AR AR 5 R Ge A7 Mt

RRGIEAT IS 41 T SR 1) S A, TR R 4 SRR, 5 SR O A RS i A7
BT 1At er, ARWIEERR N RAEE )T AN R AT .

8.2 HEZEEFEFL

Tt LRI RN ERBN DR T R L E N T RS THERRME
RSN — TR, g, Wiy, SdEs o TR%.

8.2.1 HEABRM

TIER B AN Linux P BT REFEAE, 2 LR RGEREAT I8 . REERH R, IR
PR RS
FRGEA, i “BrARF”, &8 “RETR”, &b “REKMHE”, WATEzH0FE
PR

1357183



o

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

—

% ]

( 2mam ) (wEam ) (= )

8.2.2 FERAEHL

ARGHWZETOLE, RERGME . REUEHE. bk, B, fREwe. 24
THEEIRE.

I RGER, mif “HERF”, % “RETR”, aif “TEZedhn”, HnEshin
TEPR LA

136/183




-

FH T 1

AR A E R TIZRR 5 ol

NES-CHINA

Q rExedi .

2% 7. 4 i

£ ReEE BERTRKREE, BE...
o i ZeSE: BE

© RgRe

B ®2THR

L. RGRRThRe. EHAM SRR “Ree” EARGERITN, sl “Ron” 2l
HIBIPIS GELN R TN T

Q rezzsn - %

[EEE...

Troians and worms

Rkt

™

iE[E ( EE
=

i ReEE
8 B - RERETEN
& matt @) ©)
webfR5 B SSHEZEE SNMPRLEE WRERZEE LDAPRZEE
E #gke B -
@) @) @) @)
= ®¢IHR == <)
squidiZ £ E e BHATHE shell K RF
@ @
HiE5E MEES BIRRSEE MERGEEEIRNIR BERFRNIAR
®@ ® ® @
= = = = =
BEXARE Home S REUE T FIE ESWiT #B5HHES
() BEAR S ITHI
WRIEEEEE R, WHBE, Rt—wBeEhe.

137/183



o

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

2 RGUEHIhEE. ERELAMFHFR “ RGEE” HEANRGUSELTUR, AUl “AmaEi” %8
HIBIPA R GERE TN RS S I SR

Q rExesi x
R
B AR p BIEBMNIR, BREHRIT

& BE f{?
6 Bk  2EEE

© Rk

= #¢TR

i
=
B
HE
Ka
i

RIEAFEIR, WFRIHE, ROOLANEHTIGE, FRHaRME e BT, sdr BRI CE
I PR B RTRE BB B A

3. B kEEThRE. EFEAMI AT B KR BENG KRBT, TR AL R AT T R SER
K, WR

138/183



o

53 R g

AR A E R TIZRR 5 ol

NES-CHINA

Q rEzzsi - X

Rtk

£ R B B IETE RIPIERTEB AN

=]
B s ® 7 @)

8 sk s W Yy mszs
© Rk

' 6 ik
B ®£IR W SR SR EEERAR

FERT KBS FEm RS2t 7 “B KRR B E DR, R rTRE B B E DU, A U AT DAY
i B K8 A GO AT BOE , RN SR T B OB E TR, STRIRYE 75 2258 il R 2R B KL

Q rEzzdi - X
i B BABSELE e
B R
& Bds 6 Bl e ;
& mEki o hiR
© R _
® s RO .
B ®2IA o '
BN . :

FRILZAh, By KEEE R &ML 24, Ahul m g1, MR IR F D8 .

4. FEATIRE. SR FAHUPE R #EN RS T, a0 -

139/183



o

53 R g

AR A E R TIZRR 5 ol

NES-CHINA

Q rEzzsi =
E Zgeikie
- TS, RaEa
S mkis g @ =5 BT
&.“} BEiki y TREEHEE — BESEEERE SHEE
B &HRe
5 ®eTH
FESL LT R, AT DUAR R 75 56 B FH I ML 3 3R AR 55 TF AL S sh I T A4k
5. AR UEINRE. EBELMSFHAR “RKE%ae” ARG LS TH, WHHE:
Q Rt = - X
& Rekpem BT BERAe RERe AL
B RoosE
& Bk MARERIL: 7 @)
& Banki AERE RS AT TR
8 Rk
= ®eTH RIS ATHEARL: BEERABEN

O 8 wEES FTErNEFnERREERRE
O Ml MEIEREERENEATURAT

) XA FENBRFYaET

M 22 4 m] DL W B AT B 0, IR S5 22 4 Wl LA ) SSH IR 5% 224, B 22 4] LUKk B ow
Sl [R)AN B BB I (R EAT B, SRR AT LAEAT B 22 2 B AR S P AT AU R BC B

140/183



o

53 R g

AR A E R TIZRR 5 ol

NFS-QMS-Panda PI&TST QR MANUAL(SW

NES-CHINA

6. LA T HIGE. EHEALMSHHRN “2aTHR” NS THRum, wNE:
Q) ranesd =Sl

Rt i
FpbhLA

B Rees
b s A —— T L A

& Bt R

E Agke
= R&TA

BROIASEOE “MIHI AL B R T ATONEITE T CRUR MR AR TR o, N R A
AR 2 A IEAT, W A:

141/183



-

FH T 1

wis clns  SEREELHE E TIEfR s gl

i A&

FTPEFIR
Download and upload files via FTP, FTPS and SFTP

ﬁr OpenJDK Java 8 Policy Tool
s | OpenJDK Java 8 Policy Tool

’ Vim

e EIECEIT

WPS 2019
R WPS 20193177428

WPS PDF
uD WPS PDFiliE88

) WPs XF

fEF WPS XFET S, HiTxE
' WPS &R

£ WPS BT4EE. BIATHE

4 WPS F&ig
ERWPSEIESI. SENIE

o REuRE
S #IERES|CD/OVD

RiGERF
BRRERS. HAEE

MREES

NFS-QMS-Panda PI&TST QR MANUAL(SW

BEIEIRF

FARAN
B
FFRN
AN
FARAN
AN
AN
N
F AN

FAN

B T HEAT DO S0 Hagy 7 X EAT A AL 2R, R 1]

X
BE VIR RS

HIEMER

BRHE
EEERHENEER

@ SE#ME
B R X RIS

EEHERSE

1427183



o

5 bR

wrs-cuvs  FEREERHFE B TIERR 5 ool NFS-QMS-Panda PI&TST QR MANUAL(SW

1o EETEEhRE R FORA R G0 AT I AR H S, 35 R G 2k, W .

fTREt *
2TAE ' 7 @)

BfEEE: |all > &% |all ~ [iE#FRF: | root o i

B s ila B
2021#08H238-17:42 auditctl root
2021508H238-17:41 auditd root
2021508H238-17:41 auditctl root
2021508H238-17:40 auditctl root
2021508H238-17:39 auditd root
2021508H238-17:39 rm -f ftmp/aurules.suBvQDCS root
2021508H238-17:39 auditctl root
2021#085238-17:38 auditd root
2021£08H238-17:38 rm -f /tmp/aurules funTelAk root
202150885238-17:38 auditctl root
2021508H238-17:37 auditd root
2021%F088238-17:37 rm -f /tmp/aurules.3K5k400H root
2021#088238-17:37 auditctl root =

Al EE EMigH

T R RSO TN B DR A S M B e, N L DR E Z IR R, “ 2
BB E” AR H SRR H SR R WA

BRUR I AT DO CPU B A BRI AN B 5 A 04T 4%, R

143/183



oy

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

mEE |

CPUTEIR PIfFBEIR R B R

CPU : 5.0% B : [pox

9 XHEHES

BRGNS E A, RTEMGET 5, GEWBERIEAE N EMFE ., 2241 iE BAER
YRS, JEEAE T WS SCAR, R U5 AL S I 48 B AR Th g -

9.1 EAXMHEHELS

A UASR S i LR 7 i3 NSO P

i g By “EBFR” Elbr

st B “ L EbR

B RS AE B U E S Eﬁ- .

144/183



.

53 R g

AR A E R TIZRR 5 ol

NFS-QMS-Panda PI&TST QR MANUAL(SW

NES-CHINA

N BN, BRSO E RSN, SCHFE SRS iR R . SEA . TTRAE, bk, 4k
WA H R

FEF - O x

<> || [Ens ] x le| o s
XHF) fWIB(E) BEBE(NV) (G FHE(B) FEENH) A v
Ry ' = = = =

WEE '

38 PAge: iR W s g

Eha

e M @ HH

HEx :

M 53

(&1 tatppdas

T Ekis
~ i E

LEGE (C)
> i g

= 8 MRmE 63.8G8 §ox

9.1.1 B

ST AR R T, RS IO 35 T (17 38T, RS 12 IR [ — > B
2R, WILEANT, WRUERMTA N SO E B M BRAE R B E A E B R B TR

stHF)  RE(E) ZE(V) ®E(G) $=(B) #BA(H) -

T R TR DU SO AR R, BB T

ik iR
@ KB UAERRER (il = T R
an PEELR WU ERER (= R )
i B DUNEIRELR, SRR R (el TR T R D

145/183



.

53 TR

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1
a= P BUNEIRR 7, SO A HRTERERA (el =5 7 R )
= ipdgEs FIFREIR, FA R 2 HEAE S

9.1.2 TH#
TR T3R8 R by, TR b AT (2 5 B I Th g, i R B

L oill A = 228GBE > ‘& nfs > x & BE.

B
TR TR

Ein HAHR
< 3 b — ANy Az B
> BN —ANUs IR Az B
A e B
o E T YN I VA
2% T RAHE

9.1.3 Huhk#:

HREARE SRR AT O A sk, BB S T B R
wa 228GBE D ‘mnfs > *®

s AKE & 2 Uk Ay PABLSCE AR s i R B s

/home/nfs X

146/183



o

53 R g

ISR B R TSR 5 Pl

NFS-QMS-Panda PI&TST QR MANUAL(SW

NES-CHINA

CIPSEAE VN TA-AEKS: YN E AR L IR Eg A -

9.2 MEXHEES

ARG P E SN E, TERE SRR “wE” > “EHER T

9.2.1 K

FECHHE B A h, iy “SBR” — “EWIM”, JAshiEmlmmR A, Rl “RE AR,
I~ s

== pra] X

e 78 25 =R FosE

BiAE
sEFHXHREAN): | BF0E v
HFITE(A): BEW v
V| eSS A (F)
EHFREAE
BIAEHRBI(2): 100% v
XEEEFE, SERNT)
ERTRER)
FEMEAE
SRIABHERS(D): 100% v
AR IR EERAR(L)
RS S MESAE
SIS (E) - 3% v

HIERRAME
RErf#E(0)

Z(C)

R, aTRLERE B BN EIFRLE BRI BRA VRGNS SRR BRIARAR
K.

(D BRUHE

FEBRAAL K, AT CE DL =0

® AEF A IAE MBI

147/183



o

53 R g

wisciva SRR HFE R LIRS NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

©® HESIIH g X

O® & EAE S B U I AT HE
(2)  EbR I EERE

FEBRN IR AL, T8 DL =0
® ZiZ, TIIETEE N 33%-400%

® UE IR L BN E

® RPN

(3) P EERINME

TEBRVCTHIRLIE, A & DL P 300

® g, P A 33%-400%

® W E A §IFR LR AH [ 5

(4 VRIS BB ERIE

FEEN AN BRI, ATy B AR g, T LA 33%-400%
(5)  RIALEIBOAE

BE RS NERS Rk

9.2.2 1TA

FECHFE B A b, oy “4RiE7 — “HEWB, AaniEmmmR I, Ry AT AR,
w bk EpR:

148/183



o

53 R g

AR A E R TIZRR 5 ol

NES-CHINA

M EEE R X

il 7h Ly R ki

iTh

BERTHEA(S)

o WETHmAE(D)
v ERSEAIREEREHE

EEENEDITHE T HE(F)

YA LI EREE S

BEEE X RNIERE

BRASCIHEERIA

WiEE HEIEER HEE S
TRETXEXH

HARIEITAAIT A (R)

ITHEESRRITC V)

o SirEfiam)(A)
Bl
[v] E= IS SERIRR ST 14 & TERI(E)

T Delete B30T EERIR, FETIEL

IR EAbEE
v | AN AT ENE RS S EhET B EhiEE
BohESERB TR
v RN GHFI RS E shE T Bz F
#7(C)

EEF, AU EATA CEEUERE . ATHUTSCASCE, s . AL
(D A7H

BB L O T I A5 2

(2)  AIPRATSCARSCAF

FERTAT SOR SO, AT BB TR AT AT AT SCAR SR 7 20

(3)  [Ei

T [ Wit b 2 7 X

(4)  BEARLEER

BEE SRR A 35 G 77 X

9.2.3 B

FECHHE B A h, il “SiiR7 — “EWIM”, JAshiEmlmm A, Rl B AR,
W~ E PR

149/183



o

53 R g

wrscmvy,  JEREERHFE R T2 S Gl NFS-QMS-Panda PI&TST QR MANUAL(SW

YOS x
18 T 2% s 85 )

EtntneE
EREITS I AT ETE ERHIINF. XEEESlE AR L

I ~
Fiy ~
EegEH v

BEA
#&zt(F): 2021/09/06 15:39 v

BAMiFERE
EAREE TS D B R (A)

p4s
mE(P): | 3t >

MHHEE
X EERSER BT ERR

B/ EHEES
v| EREPHHEE

v| EREEPFIHZEMENE

*H1(C)

RS, ALK E EhasAE . B, BREES. SRR

(D Elbptri

Y8 H DLTE AR 44 R R T4 20U

(2) H¥

BE H ks

(3) & AR

BB TE AR A R 2 A2 R e B Bk 4%

(4> LR/

BB SR/, BTSRIIESE

(5)  XfHEtk

RS RE GO A R 5 I X EAE D X6 TEAE H 527 i R R
(6) B3/ 235

AN E SRR PR B A B4 AR rh R B I W 2 0

150/183



o

53 R g

ISR B R TSR 5 Pl

9.2.4 Y5 E%

NES-CHINA

NFS-QMS-Panda PI&TST QR MANUAL(SW

FECHHE A h, il “HiR7 — “EWI, AshiEmlmR A, Rl s 8517 bx
2L, W E s

b= pra] X

1l 1R BiR HAH=RF bl

FAER
L EBriEE B1E TR ERE SRR IR,

E=E

v| {Ecaa 4
e TN

v| i
MIME 28
=
JGHASIIR
FREE
IR
ERHE
#iH
IS5

ERERIAME(F)

=m=1(C)

LR, AT LR E SR RS S, BREIINEEOE o BN R BRI .

9.2.5 WK

FECHHE B h, iy “SiR” — “EWIM, JAshiEmlmR A, R BT AR,
I~ s

151/183



o

53 R g

wrscmvy,  JEREERHFE R T2 S Gl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

XHEEEIRN

1l 1R BiR FRSET T

AT ST
BraEE(T): {RAHISI A v

REFNFRERDBXAFO): | 10MB v

Mk
HITTEEE(N): (LA
IMRT
EEFATRIEPETTRET
i BET R TRET

EREETIERET

BAELET, SFEERPETXAA FHEAN
HEEFEFIET P E TSNS B

FA(C)

R, RTRARE SO A SO E AR St

(1 ArFE s

AT SO, AT DL R A

® TURZREINGERE, AIEN B, ARAH O A

® U E SCAF RN BRI

(2) Xtk

FECHEIE, ATRE RSO I E g T HE ], AT SR (URAH S WA
(3) /MR

BRI R BRI E
9.3 NXHEH

RARAGIAE ARG FMER IR, 1Rt 7B S8R A e B TR, Kl T
BRI AL Ui AERECEE Bl o SO PR I 22 I ST B 32 H 3% T EEALA
2, M)A LS ST B AAR LR H %, B R A 0 22 B i it AL H %

152/183



o

53 R g

srs-cHivs  SEARERHE E TIZR R Pl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

9.3.1 BUEFTICMF/SCHFFR

FESCIFE PR ES FR AL FAR R H 35, R3O 1 X2 AR Sl bR A8, LD T BT
R PRAESE 5

ik >
EE(V) >
HEFFAE(S) >

H LTI
JRIE(P)

WAE CHUR”, R LRFEHT S B S

9.3.2 XfRE

TiE ST ERAE RGSCRRSCER YA WS HRSUE . W ST R S R LA

TS RAESCARSCIE BRSO ATHAT I BER AR .

HRSCME: o — MRS, M E R O R G20 73 2 R R A 1

B S ARG, M B SRR AN B Ik sh A%, SR s &ileE, ST
BRSO IR 2 S AT

P B 105 B AT IO R A2 SO 2R 8 mhal (R HLAR SR 42 o 24 1 R ARE 5 B SR
ARG HE Ui Al DRAFAE ST F 1 B8 A

KE BARSARBRITI A, 5% T RIR:

il B
- txt BB SO AR S A S i
. pdf SCRYEEE S
Ll wats R R
LTRSS WUATLE T %
. bmp/. png/. jpg/. gif/. xpm % B EMG ST EETA

153/183



o

53 R g

wrscmvy,  JEREERHFE R T2 S Gl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

. html/. htm/. php &¢I % 3K RN B 8 Bk L B ) W
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[e] B 5 Bl L iy A4 R A

9.3.5.2 &BEMR
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Q: FHERMAZT W LA Windows KIERIE RGH 7?2

A: ATBL. DS SE RSB Windows RGUILAF, WIRMEAL | OARA Windows 248, 4/
LATTE R e, A DR ARSG, AIHUR R shIl i SRR E— R G

Q: FERMMS X5 Vindows RG TS X BEHAXH]?

A BB DXCE=H, EHE X, VRESE X, B X. £ Windows RGEH, IRk
VB IE )T (O3t B R XAZRR 3 [X) , fHAE 7 X ST H %, PTCLIT A MR A LR IT
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A: FTLAYG A Windows N7 X LA . #H, 7E Windows R GE T FoiZy In) 77 5 1 73 X
I

Q: W[5 Windows 43X ?

A JTESEINITHLZ B BEERITE 70 X, A4 Windows 47X, SCRFNTFS - X5 . WbrXd
ST B “HEEAL BRI .
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B, dn s Shefs e —ANHERR, IBRERIG I s B0 A A S
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TEAH BRI 6. 3. 2 B4

Q:  7E 774 55 T e B2 B SRR A

A: JPABEE TR WA AL, B DR T, ke, EiE—uh R, ot
NN RGE R~ T REY — RS LR~ “HAFT0”. PRSI 7. 5. 3 B bt

WATLMER fr 2222, 2 Uil I 11,6 A E .

Q: 7R TR R UMEA h SCRAE?

A JPERTESCREP UM, JEHOWR TN E . BRSO, PR U
W, 6. 2. 6 HNIES

Q: MNERIEMIRGEEA L ?
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55 .
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TP LIk R Rgee s, S “Prafefr”, &3 KRG TR - “BfFhaa.
Q: FETF BRI HRE A AR E R

A: FEJ7E ST E A S SRR, T IR RS, R SE B E BRI
Q: AfAA BB DVD?
A B FVEEAEARRS, BIAGOF CERAE DVD SCFE. KZHE L DVD #icns, A

BN T HEICE AT A R R A AR R R

1) A Fluendo AV54% DVD

&Pk DVD figfi 3, ol 4b3E Fluendo WINAIEHILRY. B RE4T T JEEE, JF
HAEFTA B 5%/ b X A3 FH #B & A1 o

2) AR B AR A

FE— S 52 /M X, VRN Fe v Ad A DA R R & VF T (AR 25 3 o I 8 e IR

TRELUT 4 MR

libdvdnav4;

libdvdreadd;

gstreamer0. 10-plugins—bad;

gstreamer0. 10-plugins—ugly.

U SRR R O E ) DVD (G 2 WL LA ik id) , R sh & 47 T H.

BANLLTFAZ, A5 4.

sudo /usr/share/doc/libdvdread4/install-css. sh

BINIEI root A LASE R %

Q: At H AN TR RR IR R AL 7 78 S H AP A A ?

A: QREAER A T AR i A T — AN, JF ER RIS E M Windows B macOS AL
AN, DRI R 2 R AR T 7E BB TS AR A 0 ) AL

REME RIS ORI, R I% 28 (N DL 20022 45 IE AR IO AR 2% o ARAS 22 —Fl/NER A, i
QTSR R 7E 5 RO A . 1R 22 AN e R A ks 2, i 0 75 2 P AR [ ) ¢ i
H 28 R HE T -
TEAT LS R TV T SRR RS 2
TS ERES, AR BB HIE SISO
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AT A/ SRR T I A B AT A MR AT 35 .

D 1) 368 38 KR T8 R N ABA 1 75 222 1 IR I S A 4% o AT S A I, G X 248 2 G )
() 4 BRAN A TIUATRR O 3 () B AR S e G F B i, SR AU Theora 20 B4
I AAE R Windows BEAASRIR A EIWE S, WK “Theora windows BEAARERES ", WK%
B, SR RENS G B T EOER IO D ARG ES .

AP SR A R ) TE B 1) G P R 2%, T DA 558 VILC WA B 2% o B AT #E Windows wmac0S & Linux
FIEAT, HSCRRR ARG R B, SR IS He S A — g . K2 B 4 2%
ATPAT LR, I HOE T AR ARSI 46 R FI R T o 1T DAYE “ B pohos ” AE4RIX S mT B 1

B0 s RGESRE, Al AT, EE CRETR” - B,

A A — 16 i) BT AT B Lk H Al N TC R AL . AT AT BEAE I AR 2 At AT T 32 450 1 (FF
o KT SO 56 5 S ) AT RO R AT TSN AR 3 T A el AT T i B A 2 (SR AP
AL AT R A T ER AR .

Q: ANBERRIBONTELR & 5 B o6 U9 K K

A: BURMFELR T IE N T E AR, ATRER RIS BETE VSN R N A, SRR T
fE Windows B macOS THHALH I I3 0 J5 52 il ke 6 5 o

X T REAL PR TR R 3 R A% 2o BERBME RO, W6 200 L4 22 20 B 3 AT 2R )
SCREDIRE, i, nSREERE MP3 SCfF, WA A w2 de MP3 SCREDIRE . SRttt iy, 4
R HHR A, M BR—%HE, YHIZMFTERIE . 3T A Fi 22 2 S RETh e Y
T, ZHE M U, IR AR R EGH T

1 SR 552 T A SR O 1) 5 A0 2 22 e SRR T R, (HE AN BE AR IO S T i afity D
it 345 B0 h T RS2 RROBCER S (LKA DRM BRI o DRM S — ol BRE sl i o 398 s A 46 () 0 o S
AT AR A ST AN P o AR IEAN T AR SCA 32 2 DRM BRI, T 22 - AN RERRTSZ & 2R 3C
e, — A 6 25 PR ALK IR 0 1 2 PR B T80T DRML BRI 7y S L o 301 A A AN 52 7 8 5 THT S

Q: N ARREEEMEL rar # 2 H K48 042

A: rar 8RS LE Windows #4F R G WA EAaik 2, (H 2 i T A LV 7l Ji
R, 3l 207 P T BRAANSRE, FTLAANRE B AR R4, T3 PR3 rar (AR FEARR
AL, FTIF “%m” TR, #iAfi4: sudo apt-get install rar.

Q: WA HEEE TR E-mail?

As D7 EESTH R R TR S Evolution, LB AT Evolution /)5, ATSK
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IH H WA UOR -

Q: WfALER HH AR ?

A JPPESLIHSCRFZ TP A B, TR H R AT RZHI T R BRSO
PLANAL PR HE 73R . BRSO AR SO SE H A, MO BB A& PDF SORSE, W]
PAFE “Bfrbls” i e e pH R IR 70 A B SE TP 24

I TT % SRS, mil AR, B CRETHR” - “BiFhn.

Q: B PRETREEQIZ M SO AN IR P B R $E T 3 ?

A WL EMERMAPERESR, RAE, ATLE AT H SREEA SO e SOr
JEENE (P 0. I 5. 2. 3. 2 PUESE

Q: J7 7 ST b e B s ST ?

A: AT DAFS Bl Bl b B oy 7 4 55 T S5 T O P8 T AR o () O ST e B R F R P B
“Super+D”,

Q: WTRENAEER?

A ERGRM, AR CHECRIE R, 7 “RmER" EhW 0, TERmEARM
140 ZHR SRR AT AR A Bk b i SR, RIS S . RN, Al
RAE AN g Z i SR A

Q: WA RGBT INFTHIH K ?

A: Bl CRGERT 7 RGEWE” T CRGE I, M <MKEEY, BRI
WP T A . AN L 6. 2. 10. 1 ds g AL -

Q: fHaR “&im” ? FEHEREHWAER “Lim” ?

A: FETTEEST S, AR DIRESEOC Y LR, (BT SRR b, A A AT S0 ) AR
kw1 R o 7577 48 BLTH A7 /E 2835 (terminal) 23LT Windows R dr 4T 3R TF, A SR He
i A S T S T JE SRR ) 280 ™ H M BCOR A A DR B Crt 1+AL t+T SRAT FF 283 o

Q: FHEEME TRE LIRE?

A D7 BT CAA H TR R R C/Cr+4aids: GCC, JFE AT LUEN “HfFin” Bk
%% Eclipse JF R M.

Q: {EUEANEFIVESES), EABRE?

A I RS~ RG]~ CBBTE R KEHE LT RE FESIRET, SRR,
G, MIBR B SIRET . WEAHULH L 6. 2. 8 B T HE
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Q: WTERITHEIFHINE?

A: FEETEATIF “UFEAL, e T AP ZRIET AN, TR, 56, wRhdEd
PRAESE Ctri+F REZNEER.

Q: WASETHENFR?

A: FERGCH —~ RGER — “BRmPUE” T, I i B e I BUE B A I R R SEEL B B
Bt WA LB SR T A SR S R, S R, RS B SR s AT
BRI T BB . VE4IUI I 6. 2. 4 BEFFBIUE .

QA A BMEMRITITE, WMRAMERRARNT 78, $FE, MARELALSRIAA
TR, SBOCEMES?

A: BURBREAS SBARGIBATRERF KM, PR E 7 AR T B RS A, o
JUERE LT TR, IBRARTCIEIEF RN TS, FRAR R o BIEUR A o, EX B A S,
P LSS B0 T Te ik et

Q: MTHEAT KB E?

A: BB AR AT TSR A N7 AL LTS, b “OmABIER” W, WAT
P2 AR BB A 2 28 S5 E, i Il BT EAT Rt — R A% TP, 3~ PRSI oC5%
RN ICE . VEAUHIIL 6. 3.5 R4

Q: ITTF “EHR” BEIRKIBRINGLE R GRE ?
s AT “EHFR” EDBBIALE Z /home/ FH ' 4, M 21 8 5 AR H 5%
¢ AT RE L 2 e 2 0 S 5ER e B M HACHE 5 i 2
o PEOLRGERAEA SR T UGB ThRE . Ridi RGEH, FEPTA TP b £ B TR 7 A o
LRENN AR, Afdr, alddE OSBRI Bl REEBR AT 1 N RE 5
Bk, WML 5.2.3. 1 RERH.

Q: HARTAERX? HERmMAN TIEX#HTERE?

A TARX WA RO RS, W] LUK AR 40 e 21 2 A i i A A8 7 2 N R 75—

=

=}

=

%EL,ﬂuﬁﬁﬁ%ﬁﬁﬁﬁﬁ%%ﬂoﬁ%ﬁ%ﬁ¢ﬁ$EﬂEEﬂI¢BWﬁ,ﬁAI
TEX YIS T, s Pl —H LAEX Ebs, BIaf 4 TAEX . FH P TAEX ) nl B B HEA
PR ST o AT DA ARG B ALt+F 1 SR JE 3 LA X P36

Q: JnfAT YRR Bl it ?

As ST [l Al (VA B R S B A R IO, SR 7 B R RS — R Bk 1) S A B A
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Je, ATLARGEREN B, EFEFEREMEE, ARl RoR SRS, B CRE .

Q: J5 B A A B KRR R T LI P48 22 427

A: JBRETHHYKEE TR, JIFRGRA—~ “RETA” — “IrfEgadn”, WLikE
197 K S5 K T S RIS PRI S5 ¥ B . VYRR L 8. 2. 2 Tyl gz 4t

Q: BIAT £ 473 77 48 ST £ % b SO AR ERAR A 7

A: JPRESLE A S TR, FEFFHUR AT CLE PR, VEMBEUIL 2.3 RAEK D
i, BAE AT ARG &EIRTIRERM, RGBT IHFUNERGK B~ “RE
TH” = “KRg—8#WE”, WTUMBESEIRE T HE RGN P RES, HE&BAFRE, %
DIReIRMt T — ARG, T RIASCA

Q: A B HT 22 ke 7 AR ?

A fFFH AR U, ERR AN, B Live CD BHATEMI L RS, VAU R
2

Q: fH4R LiveCD?

A: LiveCD FEHJZIZATAE CD O6#i) LIRS, Rl T MRS L, A
A EHLNAEAL . R/ BEHE CD-ROM (Live CD), DVD (Live DVD), [N{7# (Live USB)
S EMIEIENE], R IR ABIEREA BSOS IR ARG R RIS 1R

Q: BT 7 7 R T AT VA ?

Ae ARG~ CEEME T BRI, ZERH PN BRI

Q: 7ELRZ%: T/ Minty Colors B, ¥ IRIZR(E BLEREZIMFTHRR?

A: ZEBAATEN S, FEBERIFREWAT R, TZEEIAE IR, FroA e sl “ 58
ZEE” BE LM, BAFRE MRS L.

PR A% : 400-118-5115

A

HLFIBM4: os_support@nfschina. com

Q: BMERGTEIERESN?

s HEH A WA S IUTCVE R B A E R G, Horh — R M A TP, T
NSNS
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P BT, TR RS T DUIE R R AR R G, A% S Bl B, s I “Could
not start the X server ....” W RIERER, BIERATLILEIER B3,
I IR SR R, ATREZ ATHEN bios MR, BT KGR HRAFE . Wif
B ANZ /N T4 i R G| (Rl —/NH)D, RGE BN AT B R, 2 LA 5]
5 RGN EAFE, UL H R
KRG T ARRI BT, SEMNIRRH PR SIEE . R e g «S”
BRI HER, ol T BRI, IS8R SR S DU R SRR (S B
fRR I
ML E R, AEEEE ST, g FT B Y17, RS HEZMEERNR, ERE.
Q: BERZGBFHFI?
A WURE RN IDE, BN LR REENE, wRd B R R (R IAEE AT
RYHE S sE RIRERAE, RGRILECE BB .
J7 4 ST H AT R SCRE AHCT BT AL 223, N SRR IDE AT AL 23
fRR I
{E2e 35 R 2 HIAE BIOS BLEH AL A0 B o0 AHCT #% 3 JFHLI% FL EN BIOS W HE, %4%

Devices—ATA Drive Setup—Confirgure SATA as, B N AHCI, W&
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Devices
ATA Drive Setup
SATA Controller [Enabled]
Hard Disk Pre-delay [Di=abled]

Configure SATA as
IDE
AHCI

Q: EFHITREFBRNEREREBEARATER R, WASEARAZRARBKER?
A: EHERNBKR, BRTRWF:
BEZHIE: 400-118-5115

L HEE: os support@nfschina. com

ARG A AT F T R S T R RGN S, A SCRIT A dr R E & (Terminal)
A, 2t NHUZ BT, MG @ #RIGAE£m AT« SR AT T 1T RGU A,
){—:T\T—J_:[' 14 Bﬁ.,ﬁ:”’ ){—:T\T—_E‘ “%iﬁ%”o
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nfs@nfs-CFO3-T: ~

MfHF)  BIE(E) =EF(V) BHS) =&(T) #BiH)
nfs@nfs-CFE3-T:~% ]

1.1 xXHEEFEH
(1) 1s HIHHEREHE List)

Is R AR R, KEIGEEE AL RS, BEERRERE 1s ke, HE

BHAEB T 1s —help
RlE: 1s [&D. .. [3CfF]D. ..

Ls i H R

=1 K12 = SO Ak
-R BHBIH, SWEHEAHR LT Hx

——color=[WHEN] R4 %yt SCAFROPE B CCPFER H SR RMEE) , 4500 H B ARSI .

WHEN 9 {E 7T PL A2 always’ (BRiL), ' never’,

“auto’,
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BXAN: B, KA, B3

~d B HFRE S, TIARERFINE

h NS, BiSCPER/NEL KM, G RT3k
il

ls EEEERS e

1s -R1 /home FH  /home H &I FHZF A XHHHELE R

(2) cd B TAEH (Change working Direcotry)

cd [HxEAE] #WRENE HxEe, MREAZIRP K HX.

il

cd /tmp

cd ™ #BEANH P X HR, 7E bash shell 1, #F5" "R M P XH

B3
cd BB ERAS, MNP RER
(3) touch BIECA
ISR AN S CAAAAE, W SR ST 1) B A8 SOt 18] D9 24 i I [A]
touch [IET] X441 ...
FRE R
touch filel # 4 filel SUHFRAFAE, WIESLAOY filel HISCAL
=
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B U 5T L i) e TR 542 U 1)

(4) cat BEXALHAE (Concatenate)
WA ZA M, WK K BRI SR N S B

cat [JEI] X1 ...

cat W FHEIL:

P %2441

cat /etc/issue #H L SO Jete/issue BN BIBRHE S H

(5) cp X5 HFE A (Copy)
cp [HEWT] PO/ HARSCH

cp AW LI

¥ IR, B S H 3

v 2 REE R

-i H HAR S CRAFAE, BOABRIERA & H ARSI, BRI miiE R

LN
-n AN CEAFAER A
-u R EE H b SO BB 1S
ERr 2N UIE
cp testfile testfilel BEMMETH X R testfile SCAF
testfilel
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cp -r dirl down #EHI LA EHET dirl E3 3| down H3

(6) mv X35 EA 4 Move)
mv 5 XRG4S cp ML, AFALEERAE 5T UG YR SCHKE A B 5

TEEE: nv wRRARIEEI —r, B3 HFRB )@ A X

mv [T P01 H bR

mv 74 I T

-i BOAEOLT, mv R e i SCrF, R TN SR P A

-n AR5 CAFAE A

—u RE2 BN B b SO 38T R SO

-v BN VEARE B R

RRER -

mv —vi filel file2 #AZ BB . ZmAFRER T, LbrAEMZ XL

{53

(7) mkdir fl%# HF Make Directory)

INREGREN HRCAAAE, WA AT

mkdir [IEW] HxX%1 ...

mkdir #5245 R eI

—p|——parents WER, @A HZE

-m BB P 5L H AR
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-V Y ETERE R R B
R4«

mkdir -pv a/b/c  #¥¥% a/b/c JEIRGEMES a b c I 3 ANEZ, BEMHT —p iE

HPTLAE a BU b HRAAER, ZEI—EE. WRAEH -p,

#IAL H SR AR AR

mkdir a b ¢ BEEYETEREY. abc =)H>*%

(8) rm MIER 4B H 3% (Remove)
rm [3ET] CHEHS ...

rm fyA R

i SRR, KRR, WASESRA P #A

i A, MBRSCAERTE SR A

- IR, RUIER A H 5%

-v AT ERE RS R

FHE25491 :
rm —vi filel B S filel
rm —vir dirl ks > dirl

(9) rmdir MBRZ H3 (Remove Rirecotry)

IR RARE H, ke, JFAMER B 3%
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rmndir [EEI] FEHX ...

rmdir & H Ay &L

-p|—parents IR HFRE, KAFEECATHZE, W—IEMEkz

v o Hh AT ERAE VR AOASE 2

P2

rmdir —pv a/b/c #MEEZHZ ¢, ZE4 b HxW =, MM b H=x, ...

1.2 XHE5EFEER

(1) find W& HF

find fr2dEH K, ZFEIEM KX (Regular Expression)

find 4% H57%:

4]

find [ET] Bt [l

find #r4% HE

-P AERBEFT SHERE, RVJCHLRT S BEREAR M K S F

L PRIBE AT %

find & H M A BT

—type <file type> IR ERI SO, ALE £ G,
d CHzxXXH,

¢ CFRPR&EIH, ...

-name <file name> BB A, S48 RN U
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—iname <file name> 5 -name #[FE, AiLZEEK/NG

-maxdepth level e ENEREN (HRZEHD, level
R IEEL

-mindepth level TR B/ DEM RN B ZXIA], level NHEAM
ER#

—size [-/+] <{file size>

PREMRICARIRA, file size NAMKE Y, B LZc wb k M G,

B " =" 8+ SRR, B ONF7 BCCORT Ve,

M RS A KN A N A

—regex pattern (EAIEMERIAA SRR A, pattern ACIFALRILA

-regextype type PBRE find MEATIEMFIERFIFRMHE, type AIEERN
emacs C(ERIN),

posix—awk, posix—egrep, posix—extended

—exec M \; AT A o —exec G I BEB RN B Ay 2 ) — 5B 43
HEBRSE 7.7, B ANSSTE Bash Shell HEERE N, MAEHRZE 7\” # X

FE R
find . —type f #HR H 2 ET H s A SO
find = —name .bashrc #EH P BB AN 7. bashre” B304

find /usr —type f —iname “*conf*”

HIE H 3 /usr RIS NG IR AT ER “conf” HI3CHF
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find /usr —size +100k —size —2M —regextype posix—egrep -regex ~.*png$”

# fE£/usr H3H, HA/NE 2kB ] 2MB 2 [8], JEH A4 png S5RH
A

find ~ —type d —size +40M —exec file {} \;

=

HIRH T B 40MB LERISCHE, JEAER file an & AIRIRAY,

1.3 XHRGEHE

(1) df FIH RGO

df [gm] [3CfF] ...

df iy 2% FH LI

—a T A S R 4
-h NPEAL S HAE S
~t <{fs_type> Rt fs_type FRIERISCHERGEEA
-T b SO RGER A
F 7 1)

df ~ht ext4 # KRN extd [ICMF RS

df -T Haay SO R G R A

df ~h /dev/sdal #%H 58— B EL S8 — 2 X 4 A A 15

(2) fdisk Wi XETH

i 2 7 ZRFAUH 7 BUR
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fdisk [EI] R

fdisk w4 HIEI:

-v TEl fdisk HIRA(S BIFEH

-1 PR E RN X RE B IFR W R KA %8 %, AR LEAE

/proc/partitions 23|

F il

fdisk -1 #H 2AT R 8P K FTA A X TE4E 2> X5 DL

fdisk /dev/sda  #HE NTE#L D EF

LA m B a2 5m

2. %N p WoRHEER D BIETE .

3. WA n BUEFTRIBEE ) HIX

4. BNt BUREER S EIX R M.

5. fN d MBRIESRL 7 B &1

6. HIN q SIRAFENEE S EIX BN

7. RN w SEHOFE NEE R E X

(3> mkfs #AAMLAE

i 5 ZERFAUH AR

mkfs [GEIN] 75X

mkf's iy & H LI :
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-t e A R G R A

=G FERS A R G AT B 120 XA 75 SR B

block 852 block IR/

RRER

mkfs —t ext3 /dev/sda6 #LL ext33CAF R M AL /dev/sdab sy X

(4 du X3/ H RN

du (i3] Bz ...

du 4 H LT

-h NPEAES Y, TR KM, G BT s
-s i R A 3/ SCAR IR o 22 1)K/
RERFANIF
du -h ~ # it AP 5B R B SO Ly BT & AR

(5) mount HIFH XH RS

i 2 7 ERF AU LR

mount [JETI] ¥4 HArHZFE

mount f 2> F LI .

=t HBEXHRART, N ext3, extd &5

-B HEH %
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RRER 1

mount # FIH A CEHER RS

mount —t ext4 /dev/sda6 /mnt HEERE — U R S SN X B /mnt HE R

mount —B /media /mnt # XE¥KHEHZF /media 3] /mnt B3R

(6) umount FHIE MRS

A T ZER AU BUR

umount [JETH] W&AEKHZ ...

umount ¥4 FH &I .

i FETCVE VT 1A NFS 2R e AT 0 T sl 098¢ H =%

il

umount /dev/sda6 # HECLHERN RS /dev/sdab

11.4 REGHEEHE

(1) top SERE/RHEFESIZR

top & —HIEAT, PR “q” iR,

top [IET]

top A4 kD

-p pidlist RERH#ESH TN pidlist FRFENS
—-d num ARG ] o num ARTIE], EAANFD (s)

RRER 1 :
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top-d1-pl,2 # RGPS N 1,2 FIANERE, HEPER—REERE

(2) ps FIH 4T RGISAT RS

ps A IMIERIEITN, (HRFIERIUSMRE, HETEEZER—K, BN T 6#H
XS

ps [EWI]9

ps iy ¥ & T -

e BRI AR
—a B HH B HERE B R 73 Be 4% S I BERE A I Bl A kA

-u userlist LA 1D 8 P AEHS H R, 1D 8k FA0L

T userlist

—p pidlist RE|H I8 2 S0 TR 5 5% pidlist MBERE,
eI BT 22 PR A%
—ppid pidlist RIVHHBESAT pidlist HHHER T HIE
X 5 8 T 2410 P iR
-ax FIMBTE . it " x5 "’ BRAEH, MaAaH
BRI o 2 7T
FHE R
ps aux oracle #AT ) oracle HEFE
ps —ppid 1 B ACHERE N 1 RS

(3) pidof FH 4T RGtiaiT 1L
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pidof fRIFHFELFREKIFES (pid)

pidof [GEI] BEFEAHK

pidof 4 FiEIi:

g pidof =/ AfE L Hukh i A MRV HERE 5, 12 TR 52
R Bt —4>

il

pidof lightdm

(4) kill mFREKIEES

kill [&&Xi] pidlist

kill y4 5 FHEm.

-1 EESHTIIHES 4

~s signal R ERIENES, B 15

RRER 1 :

kill = 9 <PID> #PID NEAAHRE S (M ps ar @B pidof EHD, (55 9 R

(5) killall FRFEiHEFE

killall PA#07 AokAFEHERE

killall [d&I0] HEFE4LHK

killall 4% &
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-1 HIHE TR BRI 5 4

-y WEE TR I Kk

il

killall gedit # RIEFTELN “gedit” HIBEFE

11.5 MEEH

(1) ifconfig &FE/HEML (Interface Configure)

i 2 7 ZRF AU SRR

ifconfig WEMEASHIRAE, A s EE &H K.

Linux REH MK OATHEERI R, FLMRHSH: eth0 ethl ...; L

MK%5N: wlan0 wlanl ...

ifconfig [M&T] [M&%3E1H]

ifconfig MR [WriHhhbf%E] I Hibk ...

ifconfig 2 FHIETN:

-a SRR M 484 1
up I )i 1 4 42 11
down 5 b R 48 B2 11
netmask BB AR
broadcast BCE R

F 21

180/183



-1-

3 Rt

L E R TIEfR gl NFS-QMS-Panda PI&TST QR MANUAL(SW)-V1.1

ifconfig —a # BRETEMEEOGER

ifconfig ethO 192.168.1.10 netmask 255.255.255.0 broadcast

192. 168. 1. 254

DL Efr A BB A LM -E IP Hhk 192, 168. 1. 10, T W # i A 255. 255. 255. 0, | 4% Hb 1t

192. 168. 1. 254

ifconfig ethO down #3=[H ethOM

ifconfig eht0 up #IF8 ethOM &

(2) ping FHLREHIR

P W 4 JERE 1

ping [I&T] EM

ping 2 H FE :

- BN ping —HIZIT, HEJHF T Ctrl+C Hik, ZiE IR 2
ping HIREL

RRER 1 :

ping —¢ 5 127.0.0.1 #MPXAHL TCP/IP PHil2®IEHR, 127.0.0.1 CHHCE St
KA

(3) netstat BHEMNZIRE (Network Status)

netstat [i%T0]

netstat i FHLETN:

P Bon R
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-t RANIHE tep A RIIZH

-u RIS udp PRHlAH RIS H

-n B, SR ECT A R A AR RS

-a YNl

-1 SR 7R A T IR 1) 2%

RERFANIE

netstat —atunp # WoNHFTEEMAH tep & udp PRXHIERE, So@(ER05 HubE . i

11.6 HEEH
(1) dpkg AEH T H

i 2 7 E AU SRR

dpkg FITEHE ARG E deb &, WTPAXTH 2285, #1%K. deb T4, deb fifESEHEAE

dpkg [i&IH] deb £

dpkg i & LI

- IR

- BRI

-P MG (CEAERCE S

-1 B EET RS O

&R
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dpkg —i cheese—common 3. 10.1-1sidl all.deb #ARSREAZ B ALK 222

dpkg —r libmcrypt4 B ) BN

(2) apt-get HHTH

i 2 7 ZRFAUH 7 BUR

apt-get EEHT A MEEM A G PR 2258, TH BTt st R 48

apt—get [BETI] 7% pkg

apt—get W FH AL

update ORI R

upgrade AT S

install TR AT

remove %Zl%“tﬁ/ﬁ:@

autoremove H BIFE R A FAE K

PN I
apt—get upgrade T O A
apt—get install wine #2235 wine 27

apt—get remove kolourPaint #M RFET S kolourPint A
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